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IMAMSTKA
O Mepax mo §e30nMacHOMY MCMHOJIb30BAHUIO YJIEKTPOHHOTO CPEICTBA IUIaTekKa

YBakaeMble KIIHEHTDI!

Hactosimas Ilamsarka nanpaBmeHa Ha uHpopmupoBanne OOO Kb «Poct®dunanc» cBoux KimeHToB B
COOTBETCTBUM C peKOMeHJauusMu banka Poccuu B pamkax peaynsaliuy KOMIUIEKCA MEP IO MOBBIIIEHUIO
(MHAHCOBOI TPaMOTHOCTH HACEJCHUS M Ha OCHOBE aHANM3a MPAKTHKH HCIOJIb30BAHUIO (PU3NYECKUMHU U
FOPUANYECKUMH JINIIAMH JIEKTPOHHOTO CpefcTBa Tuiateka. CoOmoaeHrne peKOMEHJalni, COAePIKAIIXCS B
HacTosmel [lamarke, mo3BonuT BaMm mpenynpeauTs HECAHKIIMOHUPOBAHHBIE ONEPALlU C HCIIOJIB30BaHUEM
3JIEKTPOHHBIX CPE/ICTB U CIIOCOOOB IJIaTeXa Ipu:

e [IpoBenenun omnepanuii c bankoBckol kapToil B GaHKOMATE;

e besnanuuHol omare baHKOBCKOI KapToi TOBapoOB U yCIYT, B TOM YHCIIE 32 pyOeKoM;

¢ Omnate bankoBckoii kapToii B cetn MHTEpHET;

o lcnomnp3oBanuu cuctem JBO.

1. OcHoOBHBIE IOHATHA

bank — OO0 Kb «Poct®unanc.

bankoeckaa kapma — niepcoHanbHas pacueTHasl KapTa IUIATEKHON CHCTEMBI, SBIISIOMASACS 3JIEKTPOHHBIM
CpEeNICTBOM IUIaTexka.

/B0 — Cucrema MMCTaHIIMOHHOTO OAHKOBCKOTO 00CITYKUBaHUSI.

Kntou II1 — yaukandbpHas TOCIEIOBAaTENFHOCT CHMBOJIOB, MpeIHA3HAYCHHAS ISl CO3MaHUS 3JIEKTPOHHOU
MTOIITHCH.

Omkpoimotit knrou I — yHUKabHAs TMOCIEAOBATENILHOCTh CHMBOJIOB, COOTBETCTBYIOIIAST 3aKPBHITOMY
kmouy Oll, noctynHas 000My MOJIE30BATEN0 UHPOPMAIIMOHHONW CUCTEMBI M TIpeHA3HAYCHHAS IS
MOATBEPKIACHUSL C HCIOJB30BAHUEM CPEJCTB AJICKTPOHHOM moamucu mnomauHHocTd Ol B
3JIEKTPOHHOM JIOKYMEHTE.

3axkpuimotii knwou I — yHUKaIbHAS TOCJIEAOBATEIBLHOCTh CHUMBOJIOB, W3BecTHas Bnamensrry DIl u
MpenHa3HaYeHHas IS CO3JaHUs B 3JICKTPOHHOM JIOKYMEHTE 3JIEKTPOHHON TOJITHCH.

Iapa xnroueii 311 Knuenma — 3axpeiTeiii kimtod Ol KimeHTa @ COOTBETCTBYIOMIMX €MY OTKPBITHIN KITIOU
OIl Knuenra.

Kntouegoii nocumens (Brnewnuii  omuyyncoaemwvlit  nHocumenv 3axkpeimozo karoua Il ¢
Kpunmozpaguueckumu 603mM0ICHOCMAMU) — TIEPCOHAIIBHOE CPEACTBO CTPOroi ayTeHTU(UKALMU U
xpanenus: ganHbix (eToken, ruToken I'OCT), anmapatHo mojnep:kuBaroiiee paboTy ¢ 3aKpBITHIM
kmoyoM OlI, mo3Bossifoliee OCYIIECTBISITh MEXaHU3M 3JIEKTPOHHOW TMOANUCH TaK, YTO 3aKpbITHIN
ko4 DIl HUKOTIa HE TOKUAAET MpeAebl HOCUTENS, YTO MCKIII0YaeT BO3MOXHOCTh KOMIIPOMETAIINU
KITF04a (32 UCKITFOUYECHHUEM yTPATHI U XHUIICHUSI) U TIOBBIIIACT O0IIyI0 0e30macHOCTh cuctemsl JJBO.

Cucmema JIbO — cucreMa  JUCTAaHIIMOHHOTO  OaHKOBCKOTO  OOCTY>KHBaHWS, obmeHa
ANIEKTPOHHBIMH JOKYMEHTaMH, BKIIIOYAIOMIas KOMILIEKC IIPOTPaMMHO-ANMAapaTHBIX CPeACTB |
OpTraHMU3aIMOHHBIX MEPOTIPUATHIA IUISI COCTABIICHUS, YIOCTOBEpEHUs, mepeaaun u oopadotku /] mo
TEJCKOMMYHHKAIIMOHHBIM ~ KaHajdaM CBs3M, UcHoiab3yeMbiM Kimentom wu  bankom. bank
MpenocTapisieT cBoMM KiMeHTaM JUCTaHIIMOHHOE OaHKOBCKOE OOCTYXHBAHHE C HCIOJL30BAaHUEM
Wntepuer-6anka u/umm Mo0OunbpHOTO OaHka:
Hnumepnem-oank — cepuc JIbO, mno3Bongomuii ympaBndaTe OaHKOBCKMMH CYETaMH B
pyOnsSX W WHOCTPAaHHOH BajJIOTe, a TaKKe YNOPAaBIATH APYTHUMH OaHKOBCKUMH TIPOAYKTaMH B
pexxnme pearpHOTOo BpeMeHH TOCPEACTBOM CeTH WnTeprer.
Moobunvuvtit___6ank — ceppuc  JIBO, MoOWMIbHOE  TNPHIOXKEHHE,  MPEIOCTABIISIONICE
Kimenty Bo3MOXXHOCTH AocTyna K WHTepHeT-0aHKy, ¢ HMCIONB30BaHHMEM MOOWIBHOTO YCTPOWCTBA
Ha 0aze omeparmonHoi cuctembl 10S nnu Android.

Cpox  Oeiicmeua III — 1nepuong  BpeMeHH, IO HUCTeYeHHMH Kotoporo OJIl  sBusercs
HeelCTBUTEIBHOM.
Cpeocmeo nOOMEEPHCOeHUA - Cpe/ICTBO JIOTIOTHUTEIILHOTO MTOATBEPKIACHUS

Kimentom [IepeaaBaAEMOro 1o cucreMe AbO



pacnopsbkenus. @opmupyercs cucremoit JIBO wu wnHampaBmsercs Kauenty (IlpencraBurento
KJIMEHTa) Ha yKa3aHHBIH MM HOMep MOOWiIbHOro TenedoHa mocpenctBoM SMS-coobmenws/Push-
YBEIOMJICHUS AJIs1 YAOCTOBEPEHUs IpaBa PACHOPSDKEHMS CPENCTBAMHU Ha CUeTax NPH COBEPIIECHHU
oneparui.

Onekmponnoe cpeocmeo naamexca (ICI) — cpenctBo u  (Wim) crnocod, TO3BOJISIONINE
Knunenty baHka cocTaBisiTh, yAOCTOBEPATHh U INEperaBaTh PACHOPSDKEHHS B LIETSIX OCYLISCTBICHUS
nepeBoJia JCHEXKHBIX CPEICTB B paMKax MOpUMEHSEeMBIX (opM Oe3HaJMYHBIX pacyeToB C
WCIOJBb30BaHUEM  HMH()OPMAaMOHHO-KOMMYHHKAaMOHHBIX — TexHodoruid  (UKT), anmexTpoHHBIX
HoOcHUTeNel HHPOPMAIIUK, B TOM YHCJIC MJIATEKHBIX KapT, 8 TAK)KE HHBIX TEXHUYECKUX YCTPOHCTB, KaK
npumep OCII: mnarexnsie kapthl, USB-yctpoiictBa «eToken», ruToken I'OCT, cucrema JIBO,
aneKTpoHHbIe Komensku WebMoney u SAunekc.lensru u ap.

Inexkmpounas noonuco A1) —  wHbOpMaIHI B 3JIEKTPOHHOMH dhopwme, KOoTOpas
IPUCOEIUHEHa K APYroil MHQGOpManMy B 3JIEKTPOHHOH (opme (moamucbiBaeMOi MHGOPMALIUT) WUIIH
WHBIM 00pa3oM cBsA3aHa ¢ Takol mH(popmarmed. DIl mpenHazHaueHa AL 3aIIUTHI 3JIEKTPOHHOIO
JOKyMEHTa OT MOoAMeNKkd U uaeHTH(ukanuu Brnagensua DI, ycTaHOBIEHUS OTCYTCTBHS HCKAKECHUS
WH(pOPMAaLUK B JIEKTPOHHOM JIOKYMEHTE.

CVV2/CVC2 (amrn. Card Verification Value 2) — Tpex3HayHbli WM  YETHIPEX3HAUHBIH
u(poBOi KOa Ha OOpaTHOW CTOPOHE KapThl (B KOHIIE MaHEAM OOpaslia IMOAMKUCH), KOTOPHIi
ucnoip3yercs KineHToM KOHMUICHIIMABHO KaK CIOCO0 YJIOCTOBEPEHHS PACIOPSHKEHHH 110
olepanusiM ¢ PEeKBU3UTaMU KapTel B ceTH MHTepHeT.

IP-adpec — 5To yHuKanbpHbBIN uaeHTHGUKATODP (apec) YCTpoicTBa (0OOBIYHO KOMITHIOTEPA), TOAKIIOUYEHHOTO
K JIOKaJIbHOU ceTtu min MHTepHety. Ha3zHauaeTcs mpu MOIKIIOUEHUH YCTPOMCTBA K JIOKAJIBHOW CETH
nnu NHTepHery.

IP/MAC-punompayusa — orpaHndeHue TnojkIodeHus K cucremMe JIbO mo onpeneneHHOMY
IP-anpecy mniu MAC-anpecy.

MAC-adpec — 3T0 YHHMKQJIbHBIA HMICHTU(PHUKATOP, MPUCBAUBACMbIA HM3TOTOBUTEIEM KaXKIOW EIMHULIC
000pyZ0BaHMsI KOMIIBIOTEPHBIX CETEH, UCIIOIb3YEMBbIH U UAEHTH(DUKAIMK pabodyero MecTa.

SMS Security — KOMIUIEKC CpeacTB oOecledeHHns O€30IIaCHOCTH, IMpEeAHA3HAYEHHBIH Ui
JIOTIOTHATENBHOM ayTeHTH(nKannu KimmenTa B cucteme JIbO 1o omHOpa30BEIM MapoIsiM.
SMS-unghopmuposanue/Push-yeedomnenus — 3TO BO3MOYHOCTh KOHTPOJIUPOBATh

COCTOSIHME cyeTa C MoMombpio MoOmibHOro Tenedona. Cepuc «SMS-unpopmupoBanue»/«Push-
YBEIOMJICHUSI» TPEIOCTABISIETCS B paMKax YCIyrH OOCIHYXHBAaHUS CYETOB C HCIOJIB30BaHHEM
cuctemsl JIbO, c¢ ucnonbs3oBanneM baHKOBCKO# KapThl M (MJiM) ee peKBU3UTOB. [laHHBIN cepBHC
Ip€aHasHa4CH JIA MMOBBIIICHUS KauCCTBa O6CJ'IY)KI/IBaHI/I${ Bammx 0aHKOBCKHX CYETOB U O€30MMaCHOCTH
MPOBEACHUS oOleparuii ¢ ucmonb3oBanmeM cucteM JIBO, a Takke baHKOBCKMX —Kapr.

2.00mme pekoMeHIAUNU

3anpemaercs:

— coobmares [IIMH-kon, nmanHbie Bameit bankoBckoW KapTel W Hapoiib  JJis  BXojga B
cuctemy JBO TpeThuM 5nIamM, B TOM 4HCJE POJCTBEHHHMKAaM, 3HaKOMBIM, COTpyJHHMKaMm baHka,
Kaccupam M Jihiam, momorawmuM Bam B ucnons3zoBanuu OCII;

- nepeaaBaTh OCII JUTS WCTIONTE30BaHMS TPETHUM TUIIAM, B TOM qrcIe
ponctBenHnkaM. Ecimm ma DCII maneceHsl Gamunmmsd w UM (PU3NIECKOTO JIHIA, TO TOJBKO 3TO
(hu3nYecKoe JHII0 UMEET MpaBo ucnoib3oBaTh JCII;

- OTBEYaTh Ha 3JIEKTPOHHBIE MUCcbMa/Tene(hOHHBIE 3BOHKH/SMS-coobuienus, B
KOTOpBIX OT HuMeHM banka mnpeanaraercs npepoctaButh naHHele OCII. He pekomennmyercs
MEePEXOIUTh MO «CCHUTKaM», YKa3aHHBIM B 3JIEKTPOHHBIX NMHChMaX (BKIIOYas CChUIKM Ha calT baHka),
T.K. TAKHE CCHUIKA MOTYT BECTH Ha CallThI-IBONHIKH.

Pexomenayercsa:

— zamomauTh [IMH-koq wimm B ciaydae, e€cld  3TO  SABISETCS  3aTPYNHHUTENBHBIM, XPaHUTh
€ro OTHENbHO OT bBaHKOBCKOM KapThl B HESBHOM BHAE M HENOCTYIIHOM IJs TPEThUX JHI, B TOM
YHUCJIe POJCTBEHHUKOB, MECTE;

— 3alMOMHUTH TMapoiib s Bxoma B cucremy JIbO, mocie 3aBepiieHuss ceaHca paOOTHl B
cucreMe JIBO XpaHWTH KIIOYEBOHM HOCHUTENbF B HENOCTYITHOM [UII TPEThbHX JIMII MECTE;
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— TIpU ToSTy9eHN BaHKOBCKOHN KapThl pacmucaThCs Ha ee 000pOTHOW CTOpPOHE B MeCTe, MpeaHa3HAYCHHOM
JUTSL TIOATIMCH Aeprkatenst baHKOBCKOW KapThl, €CIH 3TO MPEIyCMOTPEHO. DTO CHU3HUT PHUCK HCIOIB30BAHUS
ee 6e3 Bamero cornmacus B ciydae ee yTparhbl;

—  y#mensatb  oco0oe  BHHMAaHHE  yCIOBHSIM  XpaHEHUS W KCIOJNB30BaHWS  baHKOBCKOU
kaptel. He moaseprate bBaHKOBCKYI0 KapTy MEXaHHYECKHUM, TEMIICPATYpHBIM U 3JICKTPOMArHUTHBIM
BO3JICHCTBUSM, a TaK)Ke U30eraTh MOMa aHus Ha Hee BiIard. bBaHKOBCKYIO KapTy HE PEKOMEHIyEeTCS XPaHUTh
PAZAOM ¢ MOOMJIIBHBIM Telle(hOHOM, OBITOBON U O(HUCHOM TEXHUKOM;

— Bceraga WMeTh npu cebe KoHTakTHBIe Tenedonsl banka. Tenedon baHka, OCYIIECTBHBIIETO BBITYCK
TJIaTeKHON KapThl, yKa3aH Ha 000OPOTHOM CTOpoHe baHKOBCKOW KapThI;

— ¢ Uedbl0  NOPEeNoTBpAlllCHUs  HEMPaBOMEPHBIX  NEHUCTBUH MO  CHATUIO  BCeM  CyMMBI
JIEHEKHBIX CpeACTB ¢ BaHKOBCKOI KapThl yCTAHOBUTH CYTOYHBIM TUMUT Ha CYMMY olepaiuii mo bankoBckoi
KapTe u OJTHOBPEMEHHO MOAKIIOYUTD AIEKTPOHHYIO YCIIyTy OTIOBEIIICHHUS 0
MIPOBEACHHBIX ~ OMeparusax (HampuMmep, OIOBCHICHUE IMOCPEACTBOM SMS-coOOmEeHnd WM  HWHBIM
crocobom);

— B memsx  WHPOPMAIMOHHOTO  B3aWMOJCHCTBHS ¢  baHKOM  HWCIIONB30BaTh  TOJBKO
PEKBH3HUTH CPEICTB CB3M (MOOWJBHBIX M CTAllHOHAPHBIX TeJNeQOHOB, (PAKCOB, WHTEPAKTHBHBIX
web-caiiToB/mopTanoB, OOBIYHOW W SIEKTPOHHON MOYTHI W TMp.), KOTOPbIE YKa3aHbl B JOKYMEHTaX,
MOJIYYEHHBIX HEMOCpeACTBEHHO B baHke;

— TNOMHHTB, 4YTO B ciydae packpeitus [IMMH-koma, mepcOHANBHBIX  JAaHHBIX,  YTPaThl
baHkOBCKOM KapThl CYIIECTBYET PHUCK COBEPIICHUS HENPaBOMEPHBIX JAECHCTBUNA C HCIOJIb30BaHUEM
npuHaanexameid Bam BaHKoOBCKo#l KapThl CO CTOPOHBI TPEThUX JIMIL. ECIM MMEIOTCS MPENOoIONKEHUS O
packpeitun [IMH-ko#a, mepcoHaNbHBIX JaHHBIX, TMO3BOJISIFOIIAX COBEPIINTH HEMPaBOMEpPHBIE NEHCTBUS C
Bammm 6aHKOBCKHM CUYETOM, a TaKke eciim baHKoBCcKkas kaprta Oblja yTpadeHa, HEOOXOIUMO HEMEIJIEHHO
obOpatutbcst B baHk st OIOKHpPOBKM BaHKOBCKOW KapThl W CIEAOBaTh yKa3aHUSM cOTpyaHuKa banka. [lo
MOMeHTa oOpaiieHus: B baHk Bul HeceTe pucK, CBS3aHHBIN ¢ HECAHKIIMOHUPOBAHHBIM CITUCAHUEM JIEHEKHBIX
cpencTs ¢ Baiero 6aHkOBCKOTO cueTa;

— YCTaHOBUTH Ha CBOW KOMITBIOTEp, MOOWIIBHOE YCTPONCTBO aHTUBHPYCHOE IMPOTPAMMHOE OOecIieueHHEe U
PETYISIPHO TIPOBOJUTH €ro OOHOBJIIEHHWE W OOHOBIIEHHE APYTUX HCIONB3yeMBIX BamMu mMporpaMMHBIX
MPOAYKTOB (OMEpalMoOHHONW CHCTeMbl ¥ TPUKIAAHBIX MPOTPaMM), 3TO MOXET 3alluTUTh Bac ot
MIPOHUKHOBEHHSI BPEIOHOCHOTO MPOTPAMMHOTO OOECIIEYeHHS] M CHU3UT PHCKH HECAHKIIMOHHPOBAHHOTO
ucnoiabs3zoBanus cucteM JIbO u baHKoBCcKoH KapThl A7s omiatTel B cetd HTEpHET;

—  He3aMEJIUTENIbHO TPOBOAUTH 3aMeHy ceprudukara mnpoBepku kiroua Ol mnpu  cMmeHe
JIOJDKHOCTHBIX JIMI], HANEICHHBIX ITOJIHOMOYHSAMH II0 PACIOPSHKCHHUIO JCHEKHBIMUA CpEeJICTBaAaMH Ha
pacdeTHOM cYeTe I0PUINIESCKOTO JINIIA.

3.PexomMenganuu npu copepuieHnu onepamuii ¢ bankoBckoii kapToii B 6aHKoMaTe

Ocy1iecTBIsIiTe OnepalMd € HCHOJb30BaHHMEM OaHKOMAaTOB, YCTaHOBIECHHBIX B 0€30MacHBIX
MecTax (HampuMmep, B TOCYAapCTBEHHBIX YUPEXKICHUAX, MOAPA3JIeIeHHUsIX OaHKOB, KPYMHBIX TOPTOBBIX
KOMIUIEKcaX, TOCTUHHUIIAX, a3pOnopTax u T.11.).

He ncnons3yiite ycTpoHCTBa, CUMTHIBAIOIIME MAarHUTHYIO IOJIOCY BaHKOBCKON KapThl, KOTOpPHIE
TpeOyroT BBoma [IMH-koma mis moctyma B moMenieHue, Te paciioyiokeH OaHKOMaT, M APyrHe BHEIIHHE
YCTPOMCTBA, KOTOPBIE CUUTHIBAIOT MATHUTHYIO MTOJIOCY KapTHI.

Ilepen ncnonp3oBaHreM OaHKOMaTa OCMOTPUTE €r0 Ha HAJIMYHE JONOJIHUTEIbHBIX YCTPONCTB, HE
COOTBETCTBYIOILIMX €0 KOHCTPYKLMH U PacIoioxkeHHbIX B MecTe Habopa [IMH-kona u B mecte (mpopesp),
npeJHa3sHadYeHHOM Juisd mpueMa bBaHKOBCKMX KapT (HampuMmep, Hajluyhe HEPOBHO YCTaHOBIICHHOM
knaBuatypsl Habopa [1MH-kona). [Ipu mosiBIeHHH MOJO3PEHUN O HAJTHYHMU JOMOJHHUTEIBHBIX YCTPOWCTB
Ha OaHKOMaTe BO3ACPKUTECH OT HMCIIOIB30BAHUS TAKOTO OaHKOMAaTa M COOOIIMTE O CBOUX IOAO3PCHUSX
corpynHukam banka o tenedony, ykazaHHOMY Ha OaHKOMaTe.

He npumensiite ¢usnyeckyro cuily, 4ToObl BCTaBHTh BaHKOBCKyl0 Kapry B Oankomar. Ecim
bankoBckasi kapTa HE BCTaBIIETCS, BO3AEPKUTECh OT MCIIOIL30BAHUSA TAKOr0 OaHKOMAaTa, BO3MOXHO, OH
CJIOMaH MM MOABEPICs MOIIEHHNYECKUM JACHCTBUSM.

Hao6upaiite ITMH-xon baHkoBckoW KapThl TakuM 0Opa3oM, YTOOBI JFOAM, HAXOMASAIIHECS B
HENOCPEJCTBEHHOH OMM30CTH, HE cMOTIM ero yBuaeTh. [Ipu Habope [IMMH-koxa nmpukpeIBaiiTe Ki1aBuaTypy
pykoil. IIlpuMeHeHne TaHHBIX Mep 3alUTUT OT noacmarpuBaHusd Bamero IIMH-koga kak moCTOpOHHUMU



JIOABMH, TaK U TIPU HAJMYUKM Ha OaHKOMAaTe HECAaHKIIMOHHPOBAHHO YCTAHOBJIEHHOTO BHJICOYCTPOMCTBA C
11€JIbIO OCYILIECTBJIIEHUSI MOIIEHHUYECKUX JAEHCTBUM.

B ciyuae ecnu GankomMaT paboTaeT HEKOPPEKTHO (HAIpuMep, A0JITOE BpeMsl HAaXOIUTCS B PEKAME
OKUJAHHS, CaMOIIPOM3BOJBHO TIEPe3arpyXkaercs), CIeayeT OTKa3aThCsS OT WCIOJIB30BAHUSI TaKOTO
0aHKOMaTa, OTMEHHTh TEKYIIYIO ONepaluio, Ha)KaB Ha KIaBHAType KHONMKY «OTMeHa», W H0XKIAThCH
BO3Bpata baHKOBCKOW KapThI.

[locne momyueHHs HaIWYHBIX JEHEXHBIX CPEACTB B OaHKOMATe CIEeAyeT MepecunuTaTb OaHKHOTHI
MOJIUCTHO, YOSIUThCS B TOM, YTO baHKOBCKas kapTa ObUla BO3BpalllcHa 0AaHKOMATOM, J0XKIAThCS BbIIAYU
KBHTAHIIMU TPH €€ 3allpoce, 3aTeM IOJIOKHUTh OAaHKHOTHI B CYMKY (KOILIEJIEK, KapMaH) M TOJBKO IOCIe
3TOTrO OTXOJUTH OT GaHKOMATa.

Crnemyer COXpaHsITh pacledaTaHHbIE OaHKOMAaTOM KBHTAHIMM I TIOCICAYIOMEH CBEPKHU
YKa3aHHBIX B HIX CYMM C BBITTUCKOH 110 OAaHKOBCKOMY CUETY.

He mnpucnymmBaiiTech K COBETaM TpPEThUX JIMI, a TaKKe HE NPUHUMANTE WX TOMOINb NpPHU
MpoBeACHNH omepauuii ¢ baHkoBckoil kapToil B OaHkoMmaTtax, TeM Oojiee He JaBaiiTe UM B PYKH CBOIO
BankoBckylo Kapry.

Ecnu npu npoBenennn onepanuii ¢ baHKoBCKkoi KapToil B OaHKOMaTe OaHKOMAaT HE BO3BpalaeT
BankoBckylo KapTy, cieqyeT MO3BOHHTh IO TeledoHy, yKazaHHOMY Ha OaHkomare, U OOBICHUTH
00CTOSITEIbCTBA IPOU3OIICIIETO, 8 TAKKE CIEAYeT o0paTuThes B OaHK, BbIAABIIMN BaHKOBCKYIO KapTy,
KOoTOpasi He Oblla BO3BpalleHa OaHKOMAaTOM, M B 00S3aT€FHOM MOpAIKE 3a0JOKHMpOBaTh BaHKOBCKYIO
KapTy, CIIeys HHCTPYKIIHSAM COTPyIHUKA OaHKa.

I[Ipu npuemMe wu BO3BpaTe KapThl YCTPOHCTBOM CaMOOOCITY)KMBaHUS HE TOIIKaliTeé W He
BBIZICPTUBANTE KapTy /0 OKOHYaHUS €€ PEPHIBUCTOTO ABMKECHUS B KAPTOIPUEMHUKE.

HepaBHoMepHOe 1BMKEHHE KapThl HE ABIsETCS cO0eM, a HeOOXOUMO sl 3alIKThl Bameid kapTs
OT KOMITPOMETAIIH.

B ciydasix BO3HMKHOBEHHsSI MOJO3PCHHS O HAPYIICHWH TMOPSAKA IITATHOTO (YHKIHMOHHPOBAHUS
6aHKOMaTa, a TaKXKC B ClIy4asAaX BbBIABJICHUS ITPU3HAKOB COGLITI/II‘/’I, CBA3aHHBIX C HAPYUICHUEM o6ecnequI/I${
3amuUTHl THOOPMAIIUHN TIPH OCYIIECTBIEHWH MEPEBOOB IEHEXKHBIX CPEICTB C MPUMEHEHHEM OaHKOMAaTa,
NEHCTBYHTE B COOTBETCTBUH C MH(pOpMAITHEH, pa3MEIICHHON Ha OaHKOMaTe.

4.Pexomenganuu npu 0e3Haan4Hoii onsiate bankoBckoii kapToii TOBapoB u yciayr

He ucnons3yiite baHkoBCkue KapThl B OpraHU3alMAX TOPTOBIIN U YCIIYT, HE BBI3BIBAIOIINX JIOBEPUS.

TpebyiiTe mpoBemeHust oreparuii ¢ baHKOBCKOW KapToii TONBKO B BameM mpucyTcTBUH. OTO
HEOOXOIMMO B LIESIX CHIDKCHHMS PUCKa HENPaBOMEPHOIO NOJIydeHUs Bammx mepcoHanbHBIX IaHHBIX U
TJIaTeKHBIX JAaHHBIX BaHKOBCKOW KapThl, YKa3aHHBIX Ha caMO# KapTe.

[Ipu npoBeneHuu onepanuu ¢ Baiie baHKOBCKOM KapToil He yImycKalTe ee U3 BUAY.

He nomyckaiite cutyanuii, korna bankoBckas kapTta HaxoauTcsl BHe Barero nmons 3penus (Hampumep,
3aropaKMBAETCsl MOHUTOPOM KacChl).

PexomenayeTcst 3ammiiaTh OT MOACMATPUBAaHUS JaHHblE BaHKOBCKOM KapThl, HaXOAsIIUecs Ha ee
oOpaTHOH cTopoHe. BepueHne kapThl Takke, Kak M MOBOpAaYMBaHUE KapThl 0OpPaTHOW CTOPOHOH B JIFOIHOM
MECTe, MOKET CHU3UTh KOH(PUICHIIUAIFHOCTD IUIATEKHBIX JJaHHBIX, YKa3aHHBIX Ha BaHKOBCKOM KapTe.

IIpu ncnonp3oBaHNM baHKOBCKOW KapTHI AJIS OILJIATH TOBAPOB M YCIYT KaCCHP MOXET IOTPeOOBaTh OT
BJIajieniblla BaHKOBCKOM KapThl MpeAOCTaBUTH macnopt, noamnucaTh udek uinu BBectdu [IMH-kon. Ilepen
Habopom [IMH-koxma crnexyer yOeanThcs B TOM, YTO JIIOAM, HaXOISIIMECS B HEMOCPEICTBEHHOH Onm3octw,
HE cMOryT ero ysuzeth. llepex TeM kak moamucath 4eK, B 003aTEIbHOM MOPSIKE MPOBEPHTE CYyMMY,
yKa3aHHYIO Ha YeKe.

Ilo 3aBepiieHNM omnepauyy Kaccup AOJDKEH BblaTh BaM kaccoBbIf ek MM TOproweid cimm. He
MO/MUCHIBaliTe YeK (CJWII), B KOTOPOM HE MPOCTaBJIEHB! (HE COOTBETCTBYIOT JIEHCTBUTEIBHOCTH) CyMMa,
BAJIIOTA, J1aTa ONlEepalvu, THIl OIIEpallii, HA3BAHUE TOPrOBO-CEPBUCHOM TOUKH.

B cnyyae ecau npu moneITKe OmiaTel baHKOBCKOW KapTOW MMENa MECTO «HEyCIEIIHas» Olepanus,
ciexyeT norpeboBaTh y KacCupa U COXpaHUTh OJUH 3K3EMIULIP BBIJAHHOTO TEPMHMHAJIOM YeKa (CIuIa) Ajs
[OCTIe LY OLIEH IPOBEPKU HA OTCYTCTBUE YKa3aHHOH OIepaluu B BBIIMCKE II0 OAHKOBCKOMY CUETY.

B ciyuae Bamrero otkaza OT MOKYIKH Cpa3y >Ke MOCJE 3aBEpPLICHHUS ONepaunuy, TpeOyHTe OTMEHBI
orepauud U yOeauTech B TOM, YTO TOPrOBO-CEPBUCHBIM MPEINPUSITHEM YHUUTOXKEH paHee oQOpMIICHHBIN
4ek (caum).



CoxpaHsiiiTe BCce YeKH (CIHITBI) B TCUCHHUE JUTUTENHFHOTO BpeMeHU. He BBIOpachIBaiiTe CIMITBI M YEKH,
Ha KOTOPBIX 0TOOpakeH MOJTHBINA HOMEp KapT.

5.PexomMenaanuy npy coBeplieHUN onepainuii ¢ bankoBckoii kapToii yepe3 cetb UHTepHeT

He wucnonssyiite IIMH-kox npu 3aka3e TOBapoB M ycIHyr udepe3 ceTb MHTepHET, a Takke Mo
Tenedony/dakcy.

He cooOmaiite mepcoHanbHble NaHHBIE WM MHPOpManuio O baHkoBckoll kapTe min baHkoBckoM
CUeTe 10 OTKPBITHIM KaHajaM udepe3 ceTb WHTepHer, Hanpumep, [IMH-kon, maposm pocryna K pecypcam
banka, cpox neicTBus DBaHKOBCKON KapThl, KPEAWTHBIE JIMMHUTBI, HCTOPHUIO OIEpalvii, MEPCOHAJIBHBIC
JTAaHHBIE.

C 1espo NpeoTBPALCHUS HEIPABOMEPHBIX IEHCTBUM 1O CHATUIO BCEH CyMMBbI AEHEKHBIX CPEIICTB C
0aHKOBCKOTO CYeTa PEKOMEHAYETCSl U OIUIaThl MOKYNMOK B CeTH VHTEpHET MCIOJIb30BaTh OTIACIBHYIO
BaHKkOBCKyYI0 KapTy (Tak Ha3plBaeMYyIO BUPTYaJIbHYIO KapTy) C MpeAeibHBIM JIMMHTOM, MpEeIHa3HAYECHHYIO
TOJIBKO JUISl YKa3aHHOM WENM M He MO3BOJIAIOLIYI0 IMPOBOAMTH C €€ HCIOJIB30BAaHHUEM OINepaluu B
OpraHu3alMsIX TOPTOBIN U YCIYT.

CrnenyeT TmOJNb30BaThCA HMHTEPHET-CAaiTAMH TOJBKO H3BECTHBIX UM TIPOBEPEHHBIX OpraHU3alMi
TOPrOBJIM U YCIYT.

O06s3aTenpHO yOeanTech B MPABIIIBHOCTH aJpPEeCOB HHTEPHET-CAHTOB, K KOTOPHIM TOIKIIOYAETECh U
Ha KOTOPBIX COOMpAaeTech COBEPLINTH IOKYIIKM, T.K. IOXOXHE ajapeca MOTYT HCIONb30BaThCs I
OCYLIECTBIICHHS HEITPABOMEPHBIX JEUCTBU.

VYbeaurech, YTO HMHTEPHET-CAUT COMEPKUT CHPABOUYHYIO HMH(OpManUi0 00 HHTEPHET MarasuHe,
KOTOpas BKIIIOYAeT B ceOsi: HAMMEHOBAaHUE IOPUAMYECKOTO JIMLA WM MHAMBUAYAIBHOTO MPEIIPUHUMATEIIS,
IOPUINYECKUl 1 (aKTHUECKHH aJpeca, KOHTAKTHBIM HOMep TeleoHa W aApec DIICKTPOHHOW MOYTHI Ui
oOpalieHus MoKymnaTeseH.

Pexomennyercss coBeplIaTh IOKYIKH TOJIBKO CO CBOETO KOMIIBIOTEpAa B LENSAX COXPAHECHMS
KOH(HICHIINAIBHOCTH [I€PCOHANBHBIX JaHHBIX U HHPOpMamu 0 baHkoBCkoi kKapTe miin OaHKOBCKOM CUETE.
B caywae, ecnmm mOKymka COBEpIIAETCS € MCIOJNB30BAHUEM YYKOTO KOMIIBIOTEPA, HE PEKOMEHAYETCS
COXpaHATh HAa HEM IIEPCOHAIbHBIC JaHHBIC U APYTyI0 MH(OpMAaIHIO, a TOCe 3aBEPLICHUS] BCEX OIepariui
HY>KHO YOEIUTbCS, YTO MEPCOHANbHBIC TaHHbIE M Apyras HHPOpMaLus HE COXPAHWINCH (BHOBb 3arpy3uB B
Opay3epe UHTEpHET-CTPpaHUIy NMPOJaBLA, HAa KOTOPOIl COBEPIIATNCE MIOKYIIKH)

6.PexoMeHIaIM| 110 MPOIEYPEe ONMPOTECTOBAHUSI ONIEPAIUiA, COBEPIIEHHBIX KJIMEHTAMM —
(u3HYeCKUMH JTUIAMH € HCTOJIb30BAHUEM IUIATEKHBIX KAPT B TOPrOBO-CEPBHCHBIX
npeAnpUATHAX, HAXoAAmuXcs 3a npeaenamu Poccuiickoii @enepanuu

Heo0xonumMo BHMMATEeNBHO O3HAKOMHTBHCS ¢ ycioBusamHu noroopa ¢ TCII mo momeHTa omiatel
TOBapoB (YyCIIyT), 3apaHee OLICHUB PUCKH yTpaTbl JEHEXKHBIX CPEACTB. 3ammra rpaxkaaHamu Poccuiickoit
denepanuu cBOMX MpaB B ciydyae HenoOpocoBecTHOCTH nHOCTpaHHBIX TCII MoxeT OBbITh 3aTpyIHUTEIBHON
BCJIEJICTBHE HEOOXOAUMOCTH ITPUMEHEHHUSI HOPM HHOCTPaHHOTO 3aKOHOIaTEeIbCTBA.

B MOMEHT omaThl COXpaHsITh BCE JOKYMEHTBI/YeKH/KBUTAHIIUH.

BzaumogeiictBoBath ¢ TCII B cCOOTBETCTBHM € JIOTOBOPOM, B TOM uucie B ciydasax, koraa TCII we
OblIa OKa3zaHa JIM0O HEKAYECTBEHHO OKa3aHa OIJIAYeHHAs C WCIOJIb30BAaHMEM IIATEXKHOW KapThl yclyra, He
Obl1a OCYIIECTBIIEHA [TOCTaBKa OIUIaY€HHOI'0 TOBapa.

B cnyuae mpoTuBOIpaBHBIX NEUCTBUM CO CTOPOHBI TPEThUX JIML MoJ BUIOM HHOcTpaHHoro TCII
HE00XOIMMO O0paTUTHCS C COOTBETCTBYIOIIUM 3asBJICHUEM B IPAaBOOXPAHUTEIbHBIC OPIaHbI.

B3aumogeiictBue ¢ baHkoM ocyliecTBiIsfeTcsl B COOTBETCTBUM € J[OrOBOpPOM TEKYIIEro CYETa C
UCTOJIb30BaHNEM baHKOBCKOM KapThl (711 GU3NYECKUX JIUIT).

YciaoBUS ONPOTECTOBAaHUS OINEpalluii C HCMOJB30BAaHMEM IUIATEKHBIX KapT B COOTBETCTBUU C
MpaBHJIaMH KapPTOUHBIX IJIATEKHBIX CHCTEM:

0 CBOHMX MpeTeH3MsX mo onepanusam Kinent coobmraer banky B Teuenne 30 (TpuanaTi) KajleHAapHBIX
JHEH co JHS CIMCcaHus CyMMBI onepanuu co CueTta KapTel myTeM opopMieHus 3asBieHus B opuce banka;

CpOK paccMoTperwus 3asBieHusi He mpeBbimaer 30 (TpuanaTh) OHEH, a B cilydae OCYIIECTBICHHS
TPaHCTPAaHUYHOTO MEPEBO/IA ICHEKHBIX CpeACTB — 60 (mecTbaecsT) JHEeH CO AHS ero HOIy4YEHHS.

7.PexoMeHIanMM NPH HCNIOAb30BaHuu cuctemsl JJBO



KiroueBas maopmarms — 3o aHanor Baieit THYHON TOATTMCH U OTBETCTBEHHOCTh 33 €€ COXpaHEHHUe
JIOKHUTCS Ha moib3oBarens cuctembl J[BO. IlomanTte, uro Hammuume kimoda Ol mo3BoiseT 3aBepUTH OT
Barero umeHu JOKyMEHT U IlepeJiaTh €ro Ha UCToJIHEHUe B baHk.

[Tpu ucnone3oBanmnu kimtoya D11 cobmogaiiTe ciemyromye npaBuia:

-Ilopkmrounte ycnyry «SMS-UndopmupoBanue»/Push-yBenomienusi, ¢ momompo KoTopoil bank
OyzeT onepaTHBHO HHPOPMUPOBATH O CIIMCAHMIX ¢ OAHKOBCKOT'O CYETa.

-ITosryunTe KIItOUEBOM HOCHUTEND B baHKe JIMYHO, @ HE Yepe3 JOBEPEHHBIX JIMII.

-He mnepenaBaiite kitoueBoil HOCHUTENb TPETHUM JIMIAM, HE OCTaBISIATE ero 0e3 MpucMoTpa, He
XpaHUTe B IOCTYITHOM MECTE.

-IIpu momydeHWH KIIOUYEBOTO HOCHTENS CO3/IaliTe PEe3epBHYIO KOIMHIO, XpaHUMYIO B ceiie (kpome
XpaHeHus Krodei Ha eToken).

-Ha »snekrpoHHOM HOCHTEeNe, Ha KOTOPOM pAacIIOJNIOXKEHbI KIIOYM, HE JOJDKHO OBITH Jpyrou
WHPOPMALIIH.

-Xpanenue kiatoya Ol Ha )KECTKOM TUCKE HETOMYCTHMO.

-Bcerapmsiite xito4eBoil HocUTENb TOIBKO Ha BpeMst padoTsl B cucteme JIBO.

-He nomyckaiite k paboTe ¢ KOMIBIOTEPOM, HAa KOTOpPOM ycTaHoBieHa cucteMa /b0, mocTopoHHHX
nu1L (HeYIOJIHOMOYESHHBIX JUTS paboThl ¢ Kitouamu D).

-Ilepnonmdeckn MeHsiiTe Mapoib i Bxoga B cuctemy /IbO (onTUManbHBIA CPOK AEHCTBUS TapoOIIs
2-3 mecsa).

-He coznaBaiite ciumkom npocTteix napoieit (Hanpumep: 111111, 12345, abedefg, qwerty u 1.11.) — He
UCHOJB3YHTE B KAaueCTBE MApoJisi JATy POXKICHUS, HOMEp TenedoHa M Ipyrue NaHHBIE, KOTOPBIE MOXKHO
JIETKO y3HaTh.

-[TocTosIHHO KOHTPONMpYHTE COCTOSHHE C4YeTa IyTeM MPOCMOTpa BBIIUCKA (PEKOMEHIyeTCs
MIPOBEPATH COCTOSTHUE CUEeTa HE peKe OJHOTO pasa B JIEHB).

-OO0pamaiiTe BHUMaHUE HA ATy ¥ BPEMS IOCJIETHIX BXOMOB B CUCTEMY.

KireHTOM MOTYT OBITh UCTIONB30BaHbI IOTIONHUTEIBHBIC CPEJICTBA 0OECTIeYCHUsT OE€30MACHOCTH

-SMS Security — ycmyra banka 1o mepeaade OJHOPA30BOTO MMAapojsi, HCIOIB3yeMOro JUis
JIOTIOJTHUTEIBHOW ayTeHTH(duKaiuu Tpu Bxoje B cuctemy JIBO, a Takke A JOMONTHUTEIHLHOTO
MTOATBEPKCHHUS MTOANUCHIBAEMBIX JTOKYMEHTOB, KOTOpas npenocTasisiercss Kinuenty bankoM mocpeactBom
SMS-coobmienunii/Push-yBegomnenrss (KOPOTKUX TEKCTOBBIX COOOIICHWH) Ha HOMEP MOOWIBHOTO
(coroBoro) tenedona KiueHra.

[Ipu BO3MOKHOCTH HEOOXOUMO:

-0TKa3aThCsd OT MCIIOJb30BaHus Kiaroued DIl Ha He3alMIIEHHBIX HOCHUTEISX — auckerax, USB- u
npounx Hocutessix. Jms xpanenns kimodeit D11 mone3yiirecs 3amuierasiMa Hocutesmu eToken, ruToken
I'OCT;

-YCTaHOBHTH BEPXHUHU JIMMUT CYMMBI IIaTeXa, MpoBoauMoro uepes cuctemy AbO, ns gyero cinenyer
oOparuthcs B baHk;

-YCTaHOBHTH MEPEUCHb BO3ZMOKHBIX TOTyYaTeNel AEHEKHBIX CPEACTB, B aipec KOTOPBIX MOTYT OBITh
COBEpILIEHEI MEPEBOJIBI JICHEKHBIX CPEJICTB C HCIOb30BaHHeM cucTeMbl J1bO;

-YCTaHOBHTH BPEMEHHOH MEPUO/JI, B KOTOPBIH MOTYT OBITh COBEPIICHBI IIEPEBOJIBI JICHEKHBIX CPEJICTB
C HCMoJIb30BaHueM cucteMbl JIBO;

-BHEIPUTH HCIIOJIB30BaHUE IJIS1 OTIPABKU JOKYMEHTOB ABYX OIl, XpaHMMBIX Ha Pa3HBIX HOCHUTEISX
(YKpacTh [1Ba KJIIO4a CJIOKHEE, YEM OAMH);

-coriacoBatb ¢ bankom Briodenue ¢yHkuuu ¢uiabTpauuun no IP-aapecam w/mm MAC-agpecy
ceteBoil kaptel (IP/MAC-agpeca). B stom cinydae pabora B cucreme OyAeT BO3MOXHA TOJIBKO C TOTO
kommbioTepa, [IPPMAC-aapec KoTOporo ObUT yKa3aH IMPU BKIFOUYECHUU (PYHKIUN (QHITBTPAIIUY.

IIpu xommpomeTanuu (yTpaTa, B TOM 4YHCIE C TMOCIEAYIOUMM OOHApYy)XKEHHEM, XHIIECHUE,
pasriameHyue, HeCAaHKLMOHMPOBAHHOE KONHMPOBAaHHUE, Ieperada Mo JroObIM KaHajaM CBSI3H, W T.1.) WU
HONBITKE KoMIpoMmeranuu Kmoued OIl uiam  KoMIbIOTEpa/MOOMIIBHOTO  yCTPOMCTBA, YBOJBHEHHS
OTBETCTBEHHOro coTpyaHuka wian WT-cnenumanucra Bameld komnaHuM, KOTOPBI MMEN JOCTYM, Jaxke
MNOTEHIHMATBHO, K KOMIBIOTEPY/MOOMIBHOMY YCTpOWCTBY MM K kmouam OIl, Heobxoaumo
HE3aMEJIUTEIbHO:

-IpeKpaTUTh UCTOIb30BaHKe cucteMsl [1bO,



-o0paruthest B bank miist GmokupoBku kiroueit D11 u reHepaliuiil HOBBIX.

ITpu pabote B cucteme [1bO anmpec caiita qOKeH HAUMHATHCS:
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Oco0oe BHUMaHHE YAENANTe HAIMYMIO https B Hawane ajapeca, KOTOPBIH CBHIETENHCTBYET O paboTe B
cucteme /IbO banka 1o 3aMIeHHOMY COeIMHEHHIO C MU POBAHUEM BCEX MTEPEIaBAeMbIX TAHHBIX.

HezamennmurtensHo coobmiaiite B bank o ¢akTe HEBO3MOXKHOCTH TMOIy4eHHs JocTymna K cucteme /1b0O,
MO0 TPUYMHE HECOBMAJCHUS Mapoiyisi Uil Bxoga B cuctemy. OOBIYHOM MPaKTHKOH 3J0yMBIIUIEHHHKOB
SIBJISIETCSL CMEHA TapoJis JUIsl MACKUPOBAaHUS CBOUX JECHCTBUI U IOJyYEHHUs JONOIHUTEIbHOTO BPEMEHHU IS
YCIIEUIHOTO BBIITOJIHEHMS onepanuii ot umenu Knuenra.

B ciydyae HEBBIICHEHHBIX COOCB B paboTe KOMITBIOTEpa/MOOMIBLHOTO ycTpoiicTBa KimenTa, Ha
KOoTOpoM yctaHoBieHa cucrema JIBO, pexoMeHIyeTcss HEMEIUIEHHO OTKIIOYHTh KOMIBIOTEP/MOOHIEHOES
yctpoiictBo. [lpomsBectn mo TenedoHy CBEpKYy OCTAaTKOB Ha cyere ¢ baHKOM, MpH YCTaHOBJICHUHU
HECaHKIMOHUPOBAHHBIX TIATESKEH MPOU3BECTH UX OT3BIB.

KommnbroTep/MOOMIIEHOE YCTPOHCTBO B LIENAX COXPaHEHHUS JaHHBIX, 0 Hayajla pabOTHl IKCIIEPTHON
KOMHCCHH, OIleYaTaTh U HE BKIIIOYATh.

[TepconabHBIE KOMITBIOTEPHI, Ha KOTOPHIX BeaeTcs pabora B cucreme JIBO, HOMKHBI OTBEYaTh
CIIEeIYIOIIHUM TpeOOBaHUSAM:

-Ha xommploTepe nomKHa OBITH YCTaHOBJIIEHA W CBOEBPEMEHHO OOHOBIATHCS JIMLEH3MOHHAS
oneparonHas cucremMa Windows XP SP3, 7, 8, 10 unu ¢ onepanioHHON CHCTEMOM

- OS X 10.10 u Beime win mac OS 10.12 u BbIle U JTUIEH3MOHHOE aHTUBUPYCHOE MPOrpaMMHOE
obecieuenne (manee — [10) c¢ akryampHBIMH aHTUBHpPYCHBIMH Oazamu (AVP Kaspersky, Symantec
AntiVirus, NOD32 u 1.1.).

-AnTtuBupycHoe 10 10mKHO OBITh 3aIyIEeHO IIOCTOSIHHO C MOMEHTA 3arpy3Ku KOMIIBIOTEpa.
PexomenayeTcsa IMONHAs €)XXEHEAeNbHAs IPOBEPKAa KOMIBIOTEpa Ha HaJUMYUE BHPYCOB, YyAAJICHHE
oOHapyxeHHOTO BpenoHocHoro [10.

-JlomxeH OBITH HACTPOEH TIEPCOHANBLHBIN MEKCeTeBOH 3KpaH (OpaHaMaysp, dhaepBodm).

-ITaponu y4eTHBIX 3amuceit, 00JIafal0MMX IpaBaMH aAMUHHCTPATOPA, TOJKHBI OBITH CII0KHBIMU.

-Y4erHas 3anuck «'0cTh» HOMKHA OBITH BHIKIIOUEHA.

-He nomkHO OBITH YUETHBIX 3aNHCEH ¢ TYCTHIMH HapOJISIMH.

-Pekomenryercsi He WCMONB30BaTh IMpaBa aJMHHUCTpATopa MPH OTCYTCTBUU HeoOXoaumocTH. B
[IOBCEJJHEBHOW IPAKTHKE PEKOMEHAYETCS BXOOUTh B CHCTEMY KakK II0Jb30BaTellb, HE HMMEIOLIMH IIpaB
aZMUHHUCTPATOPA.

-JlomkeH OBITh BKJIIOUEH CHCTEMHBIM ayAWUT COOBITHH, PETUCTPUPYIOUIMH BO3HHKAIOIIME OLIMOKH,
BXOJ IOJIb30BaTeNeld M 3amyck mporpamMM. HeoOxoanmo meproaMyecku NMpoCMaTprBaTh >KypHall ayIauTa
COOBITHI U pearupoBaTh Ha OIIMOKH.

-HeobOxoanmo cBOEBpeMEHHO OOHOBISITH ONMEPALMOHHYIO CHCTeMY (yCTaHOBKA mar4ed, KPUTHUYHBIX
OOHOBJICHUH).

-Kontpons ywerneix 3amuceii (UAC) ne pomkeH ObiTh oTkmoueH. UAC wucmomb3yercs s
MpeIOTBPAIICHNS HECAHKIIMOHUPOBAHHBIX N3MEHEHH I Ha KOMITBIOTEPE.

B caywasx, Hammuna y baHka NpH3HAKOB HECAaHKIMOHHPOBAHHBIX IUIATEXKEW WIA IPHU3HAKOB
PHUCKOBBIX omnepauuii o cueram Knuenros banka, orBeTcTBEeHHBINH cOTpyIHUK baHka 1100 OTBETCTBEHHBIH
corpyanuk ®akrtypa.py, 3onortas Kopona (manee — ciy:x6a MOHUTOPUHTA, CIyX0a MPOBEPKU Oleparuii)
cBsI3bIBaeTCsl MO TenedoHy ¢ KinmeHTtoMm, ykazaHHOMY B O(HMIHMANBHBIX TOKYMEHTaX, MpPeACTaBICHHBIX
KnuenTtoMm B baHk, 1715 mpe0TBpaIlieHNs U BBISIBICHUS MOIIEHHUYECKHX aTak.

-B atux cnyuasx nmpoucxoaut Uaentndukannsa Knuenra — mosxet 3anpamnBatbest PO otnpaButens
(cozmatens maTeXxa), MACIOPTHBIE NaHHBIE OTHPABUTENA IIJIaTeXa, JaTa pOKACHHS, HAMMEHOBaHHE
OTIIPaBUTEIIA IUIATEXKA, AAPEC PETUCTPALNHI IOPUINIECKOTO JIUIA, PEKBU3UTHI IUTATEXA U T.II.

-Jl1s1 o6pamenus k Kimmentam ¢ 3T0ii 1ensio uemonb3yloTes: oduinanbaeie Tenedonsl banka +8 800
7777 001.

-IIpn srom, Huxakue [IMH-koapl, NOTHHBI/MAPONH, KOAOBBIE CJIOBA, WHBIE HIACHTH()UKATOPHI,
MO3BOJISIONINE OCYLIECTBUTH IIaTeX Mo cyeTy KimeHnrta 6e3 ero cormacus, coTpyAHUKamMu banka u (Min)
CITy>kObl MOHUTOPHHTA HE 3alpallliBaOTCsA U CO CTOPOHBI KiTMeHTa He JOJKHBI OBITh MTPECTABICHBI.
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B mensx mpenoTBpaieHHs] HECAaHKIMOHWPOBAHHOIO JOCTyNa K 3alluiiaeMoi HH(opManuu mpu
yTpate (moTepe, XUIIEHNH) YCTPOICTBa, C MCIOIb30BAHNEM KOTOPOro KIMeHToM oCymIecTBIISCS mepeBos
IEHEe)KHBIX CPEACTB, HEOOXOIWMO OOpaTUTHCA B CHYXKOY TOIACPKKA CHCTEMBI H 3a0JIOKHPOBATH
BO3MOKHOCTB TIEPEBOIOB 10 BBISICHEHUST OOCTOSTEIIECTB.

Kimuenty pekomeHmyercs yCTaHaBIMBaTh Ha YCTPOMCTBO, C  HCIIOJNB30BaHHEM  KOTOPOTO
OCYILECTBIISIETCSA IMEPEBOJ JCHEXKHBIX CPEICTB, MPOrPaMMHBIE CPEACTBA, MO3BOJAIOLINE KOHTPOJIMPOBATH
KOH(QUTYpalHui ycTpodcTBa (B T.4. OOHApYKEHUS BHECCHUS HECAHKIIMOHHPOBAHHBIX HM3MCHCHUU B
yctanoBienHoe [10).

B ciryuae ycTaHOBKM Ha KOMITBIOTEpBI, Ha KOTOPBIX Beaercsi padora B cucreme [1bO, mporpamm amst
YIQICHHON TOANCPKKU Toyb3oBaTenel (Hampumep, TeamViewer, AnyDesk u 1.1m1.), KiueHT momHOCTBIO
MPUHUMAET Ha ce0sl Bce PUCKH HACTPOEK Oe30MacHOCTH JOCTYIa B 3THUX MpOrpaMMax, Hepeliadd TPEThUM
munaM (B T.4. COTpYyAHMKaM banka) maeHTH(QHUKATOPOB CBOMX pabOYMX MECT W TPHHATHS COTJIachs Ha
MOIKITIOYCHHE TPEThUX JHI] (B T.4. COTPYAHUKOB baHka) K CBOMM pabOYMM MecCTa.

Kpyriocyrounas ciy:kda noaaep:kku aep:kateseii kapt 8 800 7777 001
Cay:x6a nmoguep:xku cucremnl B0 8 800 7777 001

BozoOHoBnenune o0cmyxuBanue (Ha4aio 0OCITyKUBaHM) KIIMEHTA C UCIIOJIb30BAHUEM TEXHOJIOTHUHU
JMCTAHIIMOHHOTO JOCTyIa K OaHKOBCKOMY cUeTy (BKJIFOYasi MHTEPHET-0aHKHUHT ) POU3BOIUTCS TIPU
YCJIOBUM MMPEAOCTABIICHUA KIIMCHTOM 3allpOIICHHLIX JOKYMCHTOB, Ha OCHOBAHUU KOTOPBIX bank
CMOXCET CACJIaThb BBIBO/ 00 OTCYTCTBHUU HO)IO?)pCHI/Iﬁ B TOM, 4YTO LCJIBIO COBCPILICHHA OIICpalun
SIBIISICTCS. HE3aKOHHBIN BBIBOJ| JICHEXKHBIX cpeacTB u3 P®, nmeranm3anus (OTMBIBaHHE) JTOXOJOB,
MOJIyYEHHBIX PECTYIIHBIM IyTeM, HJIM (UHAHCUPOBAHUE TEPPOPU3MA.
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